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Responsable Documentacion:

ESCENARIO: Dashhoard UniFi + Conectar cliente a AP UniFi6-Pro

Host A:

c Rede Local

MAC filtrada (sen/con acceso)
Cliente DHCP

o Maquina virtual

Mobil Android

Magquina virtual Microsoft Windows(Dashboard UniFi):
c Host

RAM = 2048MB CPU=2 PAE/NX habilitado
Rede: NAT(rMS: 1002150247+ Indicar MAC Address
Disco duro: Windows amd&4

Prerrequisitos Dashboard UniFi:
JDK 11, Account Ubiguiti

+ Bridge(irmes access
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LIMITACION DE RESPONSABILIDADE O autor do presente documento decllna calquera responsabllldade
asociada ao uso incorrecto e/ou malicioso que puidese realizarse coa informacién exposta ho mesmo. Por tanto,
non se fai responsable en ningln caso, nin pode ser considerado legalmente responsable en ningun caso, das
consecuencias que poidan derivarse da informacién contida nel ou que esté enlazada dende ou hacia el,

incluindo os posibles erros e informacién incorrecta existentes,

informacion difamatoria, asi como das

consecuencias que se poidan derivar sobre a sta aplicacion en sistemas de informacién reais e/ou virtuais. Este
documento foi xerado para uso didéctico e debe ser empregado en contornas privadas e virtuais controladas co

Material necesario

Pract|ca. WIFI

— Conectar cliente a AP UniFi6-Pro

m [1] Practica 1

m [2] Préctica 53

B MOobil Android (Redmi 8)

m [3] URL dashboard UniFi

m [4] Infografia INCIBE — Ataques a
las contrasefias

m [5] The Password Game

(1) Prerrequisitos: [1] e [2]

(2) Entrega/Revision
Figuras 1,2,3e 4

(3) Conectar cliente WiFi (mobil Android) a AP UniFi6-Pro.
Consultar dashboard:

i. Dashboard: UNIFI DEVICES

Dashboard: SETTINGS

ili. Dashboard: CLIENT DEVICES

material necesario para a practica:

Lineamientos de marca

"El robot de Android se reproduce o modifica a partir del trabajo generado y compartido por Google, y
se usa conforme a lo descrito en la Licencia de Atribucion de Creative Commons 3.0".
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https://raw.githubusercontent.com/ricardofc/repoEDU-CCbySA/main/SR/Taller-SR-Practica-1.pdf
https://creativecommons.org/licenses/by/3.0/
https://developer.android.com/distribute/marketing-tools/brand-guidelines#android_robot
https://neal.fun/password-game/?s=09
https://www.incibe.es/sites/default/files/docs/c3_pdf_infografia_ataques_contrasenas.pdf
https://www.incibe.es/sites/default/files/docs/c3_pdf_infografia_ataques_contrasenas.pdf
https://localhost:8443/manage/account/login
https://raw.githubusercontent.com/ricardofc/repoEDU-CCbySA/main/SR/Taller-SR-Practica-53.pdf
http://creativecommons.org/licenses/by-sa/4.0/

Procedemento:
(1) AP UniFi6-Pro: Comprobacion
(a) Entrega/Revision material necesario para a practica:

Figura 1: Material necesario para a prdctica Figura 2: Unboxing AP

Figura 3: Unboxing AP

s
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Figura 4: Unboxing mobil

(b) Avisar ao docente para a revision. D 1

(2) Conectar cliente WiFi (Mo6bil Android) a AP UniFié-Pro:
(a) Acceder ao dashboard[3] e seleccionar UniAP Fi6-Pro.

« = C 0 & httpsy// 1P :8443/manage/default/devices

o T¥ @ 0
ﬂ Network

@ Q UniFi Devices

@

o{ﬁ Type ~ Name Status IP Address Connection Network Experience Update Status 24HR Usi
. U6-Pro Online 192.168.1.17 Wired Default

©

Up to date

Qo @ Bl

T
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(b) Premer en SETTINGS na barra lateral esquerda do dashboard:

<« (&) U 4G httpsy/ 1P :8443/manage/default/settings/wifi 90% Sy =
Network @
= Q WiFi
off & WiFi
Name ~ Network AP Groups Clients (Peak) Security Experience
i Networks
® grupa/-taller-sr Default All APs 040 WPA Personal M/A
| (#) Create New Manage
Ny}
Global AP Settings
2.4 GHz Radio (i) '’ o Ao
o 14 Profiles 5 GHz Radio (O P -
{g} m 20 40 s  1ep  Auto
AP Exclusions (7) Q
(c) Seleccionar o SSID (grupX-taller-sr), onde X é o voso niimero de grupo:
< =2> C O & httpsy/ 1P :8443/manage/default/settings/wifi 9% ¥ ) =
()
Network Q)
@) Q WiFi
ofs % WiFi
Name -~ Network AP Groups Clients (Peak) Security Experience
2 Networks
@ grupo/-taller-sr Default All APs 0(0) VWPA Personal N/A
J () Create New Manage
Ny}
Global AP Settings
‘\‘f’ - Channel (MHz Transmit Po
2 4 GHz Radio (i) > o Auto
: H Transmit Po:
25 Profiles 5 GHz Radio O
. - a0 1en  Auto

@ &% System

AP Exclusions (7) Q

(d) Modificar o contrasinal que tifiamos asignado na Practica 53[2] e aplicar os cambios. Escribir o novo
contrasinal na Tdboa 1. Contrasinal WiFi

« ] Q & o httpsy/ 1P :8443/manage/default/settings/wifi/6499¢32039a60a5bdecte59b 9% 17 ] =
Network _-J
(o] WiFi grupo7-taller-sr x

=)

;{ = WiFi Mame grupo7-taller-sr
i1 Networks Password sssssssssass ®
Must have at least & characters
=al Broadcasting APs MName Madel IP Address WiFi Exp.
< [#] All APs (1 APs)
Ny

(#) Create New Group

Advanced Auto m

5 Profiles

{—@} =5 System

Hotspot Portal

WiFi Band 24GHz @ 5GHz @

Network 7.4 158
Cancel A Apply Changes

Release Notes
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(e) Avisar ao docente para a revision. D 2

(3

)
(4) Avisar ao docente para a revision. D 3

(5) Revisar no dashboard se o cliente esta conectado:

Mobil Android (Redmi8). Conectar o mébil & WiFi configurada no paso anterior.

(a) Premeren CLIENT DEVICES na barra lateral esquerda do dashboard:

&« G O & https:// 1P :8443/manage/default/clients

Network

ofe Name Vendor Connection IP Address

Client Devices

Experience

No Connected Clients

Add new clients to see their usage and application data

(b) Revisar que o cliente esta conectado:

<« C O PA httpsy/ 1P  :B8443/manage/default/clients
Network
H;-'f Name Vendor ~ Connection IP Address
. mm Redmig-Redmi Kiaomi Communic.. grupoi-tallersr. 2.4 C
La

(c) Premer no cliente conectado:

Network

ofe Name Vendor ~ Connection IP Address
. my Redmi8-Redmi Xiaomi Communic grupo7-tallersr, 2.4 C

|

=~

Client Devices

Experience

Client Devices

Experience

Excellent

W% 7 E|
Download Upload 24HR Usage Uptime
0% T £
Download Upload 24HR Usage Uptime
T 0.30 Mbps = 23s

=y Redmi8-Redmi

Download Uploat =
! 48 ol

Overview

Redmi8-Redmi
Connected to: U6-Pro

Having lssues?

= WiFi Experien:e Excellent f§'f-°o:
:::\::J 08:10 PM 08:10 AN H:'.':
- Tm&ls
WiFi Name grupo?-taller-sr
Channel 6 (2.4 GHz, 20 MHz)
(6) Cubrir a Tdboa 2. Overview client.
(7) Avisar ao docente para a revision e entrega da practica. D4
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Tdboa 1: Contrasinal WiFi

AP

UniFic-Pro Password WiFi Band Band Steering* BSS Transition* 802.11 DTIM Period* Security Protocol*

SSID(Name)

] sl e

| INON | NON

*Indicar o que significa:

Band Steering ~

BSS Transition -

802.11 DTIM Period ~

Security Protocol - Open -

Security Protocol — WPA2 -

Security Protocol - WPA2 Enterprise ~
Security Protocol - WPA2/WP3 -
Security Protocol — WPA3 -

Security Protocol - WPA3 Entreprise ~

Tdboa 2: Overview client.

Local All Time
_ API/Client Virtual Internet
Host WiF Channel Signal Signal Standard MIMO e Network MAC Manufacturer Do Up Net\{vqu Activity Inte.rn.et
Balance Conf. Rate Rate Triqaer Address Pkts/Bytes Pkts/Bytes Activity (24hrs) Activity
99 (24hrs) (24hrs)

(cliente) Name

Mobil
Android




Revision:
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