
Paquete	debian:	bind9	-	Instalación
#	apt	update	\
			&&	apt	-y	install	bind9

debian	➝	Instalar	bind9

Comprobar	estado	servidor:
#	/etc/init.d/named		status	||	systemctl	status	named

Comprobar	a	configuración	de	rede:
#	ip	addr	show	eth0	\
			&&	ip	route	\
			&&	cat	/etc/resolv.conf

Configuración	de	rede	en	tempo	real:
#	pkill	NetworkManager	\
			&&	ip	addr	add	10.10.10.10/8	dev	eth0	\
			&&	ip	route	add	default	via	10.10.10.1	dev	eth0	\
			&&	echo	-e	‘nameserver	1.1.1.1\nnameserver	8.8.8.8’	>	/etc/resolv.conf

Servidor	DNS(bind9)
		eth0:
		IP	estática:	10.10.10.10/8
		Gateway:	10.10.10.1
		DNS:	1.1.1.1,	8.8.8.8

		Paquete	servidor	DNS:
						bind9
		Ficheiros	de	configuración:
					/etc/apparmor.d/usr.sbin.named
					/etc/resolv.conf	→	nameserver	127.0.0.1
					/etc/bind/*
					/etc/bind/named.conf.local
					/var/lib/bind/master/db.smr2.edu.hosts
		Ficheiros	logs:
					/var/log/syslog	||	/var/lib/jounal	(journalctl)
Cliente	DNS	(resolvers)
		Rexistros	RR	tipo	A	e		CNAME
		$	dig	@10.10.10.10		www.smr2.edu
		$	host	www.smr2.edu	10.10.10.10
		$	nslookup	www.smr2.edu	10.10.10.10
		Rexistros	RR	tipo	PTR
		$	dig	-x	192.168.120.252
		$	host	192.168.120.252
		$	nslookup	192.168.120.252

Configuración	servidor	en	/etc/bind/named.conf.local

//zonas	creadas	tipo	master
zone	"smr2.edu"	{
type	master;
file	"/var/lib/bind/master/db.smr2.edu.hosts";
};’																								

Exemplo1	
Servidor	DNS	maestro
Zona	directa

;
;	BIND	Database	file	for	smr2.edu	zone
;
@	IN	SOA	smr2.edu.	hostmaster.smr2.edu.	(
2024102501	;	serial	number
3600	;	refresh
600	;	retry
1209600	;	expire
3600	)	;	default	TTL
								IN	NS	ns.smr2.edu.
								IN	MX	10	mail.smr2.edu.
								IN	TXT	(	"v=spf1	mx	~all"	)
;
localhost	IN	A	127.0.0.1
ns	IN	A	192.168.120.250
mail	IN	A	192.168.120.251
www	IN	A	192.168.120.252
3w	IN	CNAME	www

#	tail	-f	/var/log/syslog	|	grep	-i	named	||	journalctl	-f	-u	named
...				
Oct	19	20:24:30	debian	named[9322]:	network	unreachable	resolving	'ns1.google.com/A/IN':	2001:4860:4802:32::a#53
Oct	19	20:24:30	debian	named[9322]:	network	unreachable	resolving	'ns1.google.com/AAAA/IN':	
2001:4860:4802:32::a#53
Oct	19	20:24:30	debian	named[9322]:	network	unreachable	resolving	'ns1.google.com/AAAA/IN':	
2001:4860:4802:38::a#53
Oct	19	20:24:30	debian	named[9322]:	network	unreachable	resolving	'google.es/DS/IN':	2001:678:40::53#53
Oct	19	20:24:30	debian	named[9322]:	network	unreachable	resolving	'google.es/DS/IN':	2001:500:14:7001:ad::1#53

$	dig	@localhost	www.google.es		|	grep	-i	‘query	time’
;;	Query	time:	3245	msec

Servidor	DNS
Resolución	DNS	→	@Servidor_DNS	→	/etc/nsswitch.conf

Servidor	DNS	

Iniciar	servidor:
#	/etc/init.d/named	start	||	systemctl	start	named

Recargar	configuración	servidor:
#	/etc/init.d/named		reload	||	systemctl	reload	named

Comprobar	estado	servidor:
#	/etc/init.d/named		status	||	systemctl	status	named

Ver	accións	posibles	do	servidor:
#	/etc/init.d/named		#Premer	Enter
Usage:	/etc/init.d/named	{start|stop|reload|restart|force-reload|status}.

$	rndc	flush	 Eliminar	caché	DNS

Servidor	Caché	DNS
(Query	time)

$	dig	@localhost	www.google.es		|	grep	-i	‘query	time’
;;	Query	time:	12	msec

1ª	Solicitude

2ª	Solicitude

$	dig	@10.10.10.10	www.google.es		|	grep	-i	‘query	time’
;;	Query	time:	156	msec

Cliente	HostA
Resolución	DNS

$	rndc	flush	

Servidor	Caché	DNS
(Query	time)

$	dig	@10.10.10.10	www.google.es		|	grep	-i	‘query	
time’
;;	Query	time:	0	msec

1ª	Solicitude

2ª	Solicitude

PreIniciar	servidor	→	Habilitar	en	apparmor	→	/etc/apparmor.d/usr.sbin.named
#	A=$(grep	-n	'}$'	/etc/apparmor.d/usr.sbin.named	|	cut	-d':'	-f1)
#	sed	-i	“${A}s|.*|/sys/kernel/mm/transparent_hugepage/enabled	r,\n}|”	
/etc/apparmor.d/usr.sbin.named
#	A=$(grep	-n	'}$'	/etc/apparmor.d/usr.sbin.named	|	cut	-d':'	-f1)
#	sed	-i	“${A}s|.*|/etc/ssl/kali.cnf	r,\n}|”	/etc/apparmor.d/usr.sbin.named	
#	apparmor_parser	-r	/etc/apparmor.d/usr.sbin.named	

Verificación:
#	named-checkconf	-p	/etc/bind/named.conf.local
#	named-checkzone	smr2.edu	
/var/lib/bind/master/db.smr2.edu.hosts

/var/lib/bind/master/db.smr2.edu.hosts

	/etc/bind/named.conf.local

//zonas	creadas	tipo	master
zone	"120.168.192.in-addr.arpa"	{
type	master;
file	"/var/lib/bind/master/db.192.168.120";
};

Exemplo2	
Servidor	DNS	maestro
Zona	inversa

/var/lib/bind/master/db.192.168.120

	/etc/bind/named.conf.local

;
;	BIND	Database	file	for	192.168.120.0/24	inverse	zone
;
@	IN	SOA	smr2.edu.	hostmaster.smr2.edu.	(
2024102501	;	serial	number
3600	;	refresh
600	;	retry
1209600	;	expire
3600	)	;	default	TTL
								IN	NS	ns.smr2.edu.
;
;ns	IN	A	192.168.120.250
250	IN	PTR	ns.smr2.edu.
;mail	IN	A	192.168.120.251
251	IN	PTR	mail.smr2.edu.
;www	IN	A	192.168.120.252
252	IN	PTR	www.smr2.edu.’	

Ficheiro	de	configuración

Ficheiro	de	zona

apparmor

Eliminar	caché	DNS

DNS	Estático	GNU/Linux
		Ficheiros:
					/etc/nsswitch.conf
					/etc/hosts
					/etc/resolv.conf
			Dominios	.local	→	Servizo	avahi

$	grep	hosts	/etc/nsswitch.conf	#Ver	fontes	de	búsqueda	de	resolución	DNS
			hosts:										files	mdns4_minimal	[NOTFOUND=return]	dns

Orde	resolución	DNS

/etc/nsswitch.conf

files	→	/etc/hosts

1ª	Búsqueda

mdns4_minimal		→	avahi
2ª	Búsqueda 3ª	Búsqueda

dns	→	/etc/resolv.conf
4ª	Búsqueda

Ver	accións	posibles	do	servidor	avahi-daemon:
#	systemctl	show	avahi-daemon	|	grep	-i	can	#Premer	Enter
CanStart=yes	→Pódese	utilizar	a	acción	`systemctl	start`	para	iniciar	o	servizo.	
CanStop=yes	→Pódese	utilizar	a	acción	`systemctl	stop`	para	deter	o	servizo.	
CanReload=yes	→Pódese	utilizar	a	acción	`systemctl	reload`	para	recargar	o	servizo.	
CanIsolate=no	→	Non	se	pode	utilizar	a	acción	`systemctl	isolate`	para	illar	o	servizo.	
CanFreeze=yes	→Pódese	utilizar	a	acción	`systemctl	freeze`	para	conxelar	o	servizo.	

error

Ollo!:	Existen	espazos

Ollo!:	Existen	espazos

Verificación:
#	named-checkconf	-p	/etc/bind/named.conf.local
#	named-checkzone	120.168.192	
/var/lib/bind/master/db.192.168.120

Cheat-Sheet:	DNS	-	Debian	GNU/Linux
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